JENAPTAMEHT ®UHAHCOB BPSIHCKOM OBJIACTHU

IIPUKA?3
LA 1095 pg A0 4 Ne A5G

I. bpsiHck IIpasosoe ynpannenue
agmurncTpanuu I'ybepraropa
. BpaHckoit o6aactn u IIpasurenncrsa

O BHecenun wusMmcHeHuit B llopspok Bpauckoit o6aacTu
(QYHKIIMOHUPOBAHUS W HCIIOJB30BaHUS SAPET'HICTPUPOBAHO
I'OCY/1apCTBEHHOI MH(OPMALHOHHOI 15, PLOLLET}J 2049 .
CHCTCMbI YIIPaBJICHUA ['OCYJIAPCTBEHHBIMH U .

y1p YA . N Perucrpanuonnsit nomep NeA 4005200
MYHULMIIATBHBIMU  DuHaHcaMu  BpsHcKkoi

obnactn « IICKTPOHHBIH Oto/pKeT bpsiickoit
obaacTu», YTBEPK/ACHHbI [ Iprkaszom
aeniapramedTa ¢uHancos bpsHckoil obnactu
ot 15 nexadps 2023 r. Ne 206

B ueasx BwllosieHuss  TpebGoBaHUM ®enepansHoro 3akona or 27 wous 2006 r.
Ne 152-d3  «O 1nepcoHanbHbIX JAaHHBIX», 1IpUKa3a DenepanbHO CIIyKObI
10 TEXHUYECKOMY U IKCIOPTHOMY KOHTPOJIIO or 11 deppaas 2013 1. Ne 17
«006 yTBepKaeHun  TpeboBaHuit o 3amure HHPOpPMALMU.  HC COCTaBJISIOLLCH
roCyJIapCTBEHHYIO TalHy, cojepKalleicsi B TroCyAapCTBCHHBIX HH(OPMaIlMOHHBIX
cucTeMax», noctaHoiieHus IlpaBuresibctsa bpsHckoil obsactu ot 29 suBaps 2018 r. Ne 24-n
«QO rocyjlapcTBeHoi MHOpMAllMOHHOM  cUCTEME  YIPaBICHUS  ToCyJapCTBEHHBIMU
M MYHHUMIIANbHBIMU (UHAHCaAMU bpsickoi obilacth  « IICKTPOHHBIN Orogxker bpsiHckoi
obJslacTu»
IIPUKA3BIBAIO:

1. Buecru cieyloume U3MEHEHUA B [opsanok
(YHKIIHOHMPOBAHUS U UCIIOJIL30BAHUS FOCYNAPCTBEHHOM uHpopMalMoOHHO#M CUCTEMBI
yTpaBlIeHUS rOCYJJapCTBEHHBIMH M MYHHMIIMIIAJIBHLIMU (UHAHCAMU bpsiHCKON oOsiactu

«InekrpoiiHblit OwokeT bpsHckoit obnactuy,  yTBepkicHHbIM [lpukaszom  genaprameHTa
¢uHaHcoB bpsiHckoit o6:1actu o1 15 ekadbps 2023 1. Ne 206 (nanee — [Topsok):
pazaci 2 Ipunoxenus 1 x [Topsiiiky U3JI0KHUTB B CIEAYIONIECH pelaKIMK:

« 2. Tpeﬁosannﬂ K Opraivsauii NoaAKJIHYCHUs

Oprauusanys HoJAK/IIOYEHHs  BHELWIHUX  110JIb30BaTEIeH J0DKHA OCYIIECTBIATHCS
B COOTBETCTBHH C:

TpeOOBaHUAMU HOPMATUBHO-IIPABOBLIX aKkToB Poccuitckoit Dejcpanu B chepe 3aiuThl
UH(pOpMaInK;

TpeboBaHUIMHU HOPMAaTUBHO-TEXHUUYCCKUX u METOAUYECKUX JIOKYMEHTOB
YHOJIIOMOYEHIILIX  OpraHOB HUCHOJINUTEIbION Biactu Poccuiickoin Dejnepannn B chepe
obecrieucHust 6¢3onacHocTi HHpopmanuu (PCTIK Poceuu. ®Ch Poceun):

TpeOoBaHUAMM HacTos1iero Peryiamenta.



2.1. TpC6OBaHl/lﬂ K OpraHvsaliny 3allluiCcHHOro B3aUMOJACHCTBUS

JInst opranmsaumy 3anmientoro BzaumojaeicTeus APM  BHEIIHUX 1HOJb30BaTENICH C
I'MC nomxken ucnospzoBarbess APM,  Ha  KOTOPOM  yCTaHOBJICHBI CCPTHUPUIIMPOBAHHBIC
OCTHK n OCb Pocenn 1o tpedosannsam 0¢3011aCHOCTH HHPOPMALIUN:

CPEACTBO Kpunrorpadpuyeckon 3aiuThl UiipopMalnu:

CPCACTBO MCXKCETEBOIO IKPAHUPOBAHUS;

CPE/ICTBO AaHTUBUPYCHOM 3aLMTHI.

®Oyukuun ceprudunmposanoro PCh Poccun CK3M u mexcereBoro »kpaHa J1ospKeH
BbIIOJIHATL  MporpaMMubiil - Komiuleke  ViPNet Client (KC2), umcrommit  aeicTByromni
ceptupukar GCTIK u O®Ch Poccuu (manee — VipNet client), HacTpOeHHbIH JUIS
NOAKMOUEHN K 3alMuIcHHON cetn Onepatopa 3598 wnu VipNet Coordinator, umcroiuii
nercerBytonwmi cepruguxat PCh Pocenn (nanee — Koopaunarop).

[Tpn uctionp3oBanun  Koopaunaropa — HCoOXOAMMO — CpeACTBAaMH  CCTCBOTO
AAMHUHUACTPUPOBAHHA  HUCKIIOUUTHL  BO3MOYKHOCTH nogkmnouennds  k  T'MC  junawm,
HE Y1I0JIHOMOUYCHHBIM Ha paloTy ¢ aHHOI UHPOPMALIMOHIION CUCTEMOM.

PynkuMM  cpeacTBa  AUTHUBMPYCHOH  3alIMTBHI  JAOHDKHO  BBINOJIHATH  aHTHBUPYCHOC
cpenctBo, cepruduimmpoBanHoe ®Chb Pocenn u (ninu) OGCTIK Poccun ¢ yuerom ux
KomrieTeHmu. Hanpumep Kaspersky Endpoint Security.

2.2.  O0oOwennas cxema uHidopmalmonnoro siaumoaecreusa 1'MC ¢ APM BHemnux
1HoJIb30BaTes el puBeaeHa Ha Prucynke 1.
Pucynok 1
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pasznen 4 Hpusioxkenus 1 k Hopsiiiky U3J105KUTb B ClICAYIOHIEH peiaKkIyu:

«4. llopsimok noakaovyennss APM BHewHuXx mnoJb3oBaTelieii st
BO3MOKHOCTH BKJIIOYEHHA MX B 3alHIIeHHYI0 HHpopmanuonnyo cuctemy F'MC

Mg APM Buewnux nons3osareneil ['IC peanuzanus o0s3aTenbHbIX TpeGOBAHUN
npyu MNOAKIOYEHUH K I'cC JOCTUraeTCsd MNYTEM TMPUMEHEHHsA CIEAYIOLINAX
TEXHUYECKUX U OPraHU3allMOHHBIX Mep:

4.1. lpu wucnons3oBanuu ViPNet Client  nomkHO ObIThb OCYILECTBIEHO
NPUOOPETEHUE HEHUCKIIOUMTENbHOr0 MpaBa (NMUEH3MM) Ha HCMOJb30BaHUE CpeacTBa
kpunrorpaguyeckoit 3awuthi  MHpopmauuu (ViPNet Client ans  cetu  3598).
B xommiekTe nomkeH ObiTh KOMIakT-auck ¢ auctpudyrtuBom ViPNet Client, opmyasp.

4.1.1. llpu ucnonsszosanuun ViPNet Client pexomertyetcs npuodperenue ceprudukara
aKTUBAllMM CEPBUCA COBMCCTHOH  TexHuueckod  noaaepxku  ViPNet Client.

4.2.  llpn wucnonb3oBanun VipNet Coordinator HeoOXOJUMO CpPeACTBAMH CCTEBOrO
a/IMUHUCTPUPOBAIIUSL  UCKIFOUUTh BO3MOXKHOCTb  TOJIKIIOUCHUSA k ['UC suunam,
HC Y1IOJIHOMOYEHHBIM Ha padorty ¢ TUC.

4.3.  JloipkHO ObITH 0OecneueHo 1puodperetne cepruduumpobaiibix PCTIK u (wim)
OCb Poccuu cpeicTB aHTUBUPYCHOH 3alLMTBI U 1IPaB Ha UX KUCTIOJL30BaAHUE.

44. VYcranoska VipNet client Ha APM yuyacTHHMKAa [JOJKHA  BBIIOJISATHCS
opraHusanuei, umelollieit coorpercTByoulyto JimiieH3uio ®Ch Poccun. 1lo pesyasraram
yCTaHOBKU O(hOpMIISiCTCA aKT ¢ yKazaHueM liepeuHs yctaHoBaeHHbIx CK3U.

4.5. Hasnauernue Jidi, OTBEUalOUMX 3a OpraHu3alio U odeciieyeHue decriepedoittoii
JKCIUIyaTallui  1IpOrpaMMHO-TEXHUYEeCKUX  cpejicTR - APM  yuacrHuka.  JO/DKHO — OBITh
OCYIICCTBJICHO COTJIACHO COCTaBY 110JIb30BaTe/CH, orpegesenitomy B lIpmioxkennu Ne 2
K llopsiaky. Hazuaueunue odopmisiercsi llpukaszom pykoBojurens  Ydyacriuuka 1o ¢Gopme,

onpeneneHHon B lpwiioxxenun Ne 3 k ITopsuaky.»;

uyHkt 1.4. pazjena | llpunoxenus 2 k Iopsiaky U3i0xKuUTb B ciaeayloleil peaakiuu:

«1.4. YcaoBus nonycka Yuactuuka k CO1P

1.4.1. Yuactuuk gonyckaetrcs k CHOAAD nocne:

— Ha3HaueHus auMuHucTparopa(os) APM YyacTHuka;

—ycranoBku 11O Ha APM VYwuacthnuka wim ucnonb3osanue cro (110) WEB-sepcun.
pa3BepHYTOH  Ha COOTBETCTBYIOWMX cepBepax Omneparopa. Ilpu HeoOxogumoctu 110
3arpyxaercs OecruiatHo ¢ caifra paspadorunka QOO «Kedcucreme» r. Hebokcappl, J1nbo
ycpes Cro MnpeiACTaBUTCILCTBO B I'. bpsHcke:;

—nostyuenust D11 ang nosb3oBarens(eil) yuacTHuka;

~ BBINOJIHEHUSE YdyacTHUKOM TpeOoBanuit Perslamenra [HOAKIIOYEHUS BHEIIHUX
noapsoBareneit Kk FMC «DiiexkTpoHHbiit O10keT bpsauckoit obaactuy» (ITpunoxxenue Ne 1
K HacTosilemy llopsiiky);

— npepocrapieiing  OpraHnzaropy  3aBEpCHHbIX JOJDKHBIM 00pa3oM KONMI 1IPHUKa30B
0 Ha3HAuCHMHU ToJIb30oBaTeNell YuacrHuka (1Ipunoxkenue 3 k HacrosweMy llopsaiky).

— npegoctaBieHus OpranusaTopy corjlacusi Ha BblNoAHeHue Ttpedosanuit llopsaaka
(YHKUMOHMPOBAHUS M HCHOJIb30BaliMA  1'OCYAAPCTBEHHOM  MHGOPMAIMONHONH — CUCTEMBbI
YIpaBiieHusi TOCYAapCTBCHHBIMM M MYHULMNAJIbHBIMU  (UHaHCaMKM  bpsanckoit  obsactu
«InekTpoHHblit 610,0KkeT bpsinckoit obiactu» (11punoxenne 4 k Hactosiwemy 1lopsanky).

— upejocrtapiacuus Opranusaropy corjiacus Ha o0pabOTKY IICPCOHAIBHBIX JAHHBIX
(Ilpunoxkenue 5 x Hacrosuiemy llopsaky).



[lpn naimymMm y yyaCTHHKA OTKPBITHIX JIMLUEBBIX CHETOB B JAClApTaMcHTE (GHUHAHCOB
bpsiickoit 0o6gacTH npeoCTaBASOTCS OYMaXKHbIC KOMHUM  JIOKYMCHTOB.  [EPEUUCIICHHbIX
B llpunoxenun 3. [lpunoxenun 4 u llpuiaokennn S x Topsiky., B uHbIX Ciyuasx
NPeNoCTaBAAIOTCS LIBETHbIC  OTCKaHMPOBaHHbIE  IJEKTPOHHBLIE  Konuu B popmare PDF
Ha OUUHANBIBIF YJIEKTPOHHBIH MOYTOBLIN A1k AenapTaMenTa GpunaHcor bpsHckoi obiactu

(oblfin@bryanskoblfin.ru).».

2. Ony6auKoBaTh HACTOSIIMM  MpHUKa3 Ha  OPUIMATLHOM  HWHTCPHCT-NOpTajie
Jernapramedra ¢guHaHcoB bpsiHckon oOnactu (https:\\bryanskoblfin.ru) v Ha oduLHaIbHOM
MHTEpHET-NopTajie NpaBoBoi HHdopMaIMu (pravo.gov.ru).

3. KonTtpoas 3a HMCNOJHEHHCM HACTOAUIETO TNpHUKa3a BO3JIOKHUTbL 1ia MNEPBOIO
3aMecTUTENIs AupekTopa AenapramenTa A.A. babacs.
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3amecTturens ['ybepHaTopa /
bpsinckoit obnacTu % 1'.B. Ilerymxosa



